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DOCTOR OF PHILOSOPHY IN INFORMATION ASSU RANCE"?

Description

This degree program prepares students for senior policy, executive, teaching, or research
positions in Information Assurance in government, industry, or academia.

ProgramObijectives:

¥ To gain expertise in a specialized field of study based upon theory, concepts and skills
relevant to Information Assurance practitioners.

¥ To apply critical thinking and problessolving skills in the exploration of a specialized
field of study @signed to advance theoretical concepts relevant to Information Assurance
research.

¥ To develop primary field research competencies that can result in a Otheory drivenO
contribution to knowledge in a specialized field of study relevant to Information
Assurance practitioners.

¥ To demonstrate expertise in a specialized topic relevant to Information Assurance
practitioners.

Learning Outcomes:
Upon completion of this degree program, graduates will be able to:
¥ Establish the rationale and objectives for conduagtingnary research in a specialized
area of Information Assurance.
¥ Demonstrate knowledge and synthesis of the current body of literature with respect to a
specialized area of Information Assurance.
¥ Apply appropriate methodologies and analysis techniquesriducting theory driven
primary field research in a specialized area of Information Assurance designed to test and
advance theory and theoretical concepts.
¥ Contribute to the body of knowledge through the documentation of research methods and
findings in aspecialized area of Information Assurance.

! Programs of study and course descriptions are subject to change without notice. Unless otherwise
indicated all courses are three semester credits

2 sudens seeking the PhD degree who do not hold a MasterOs degree are required to complete consecutive
degrees. Please refer to thmiversity of Fairfax Catalofpr detailed program requirements for

consecutive degrees.



SEQ | COURSES, OBJECTIVES AND DELIVERABLES
#
1 IA7020 Information Security Systems and Organizational Awareness
In this course students utilize a subset of five of the ten domains of 3@’ (Common Bodyf Knowledge
(CBK) in information securityas a framework to critically analyze security awareness issues and to
evaluate best practices in implementing security systems within the ente(frigedits)
DELIVERABLES: Best Practice Analyses
COURSE OBJECTIVES:
¥ To compare and contrast the mechanisms and procedures used by management to influence K
use, and content of an information system.
¥ To propose best practices which utilize the means and methods of disguising information throu
cryptographyin order to protect confidentiality and integrity.
¥ To evaluate the impact of high level procedures, structures and standards used in defining, deg
and implementing information systems and technology.
¥ To analyze structures, transmission methodssgrart formats and security measures that enable
confidentiality, integrity and availability in business communications.
¥ To assess best practices used in establishing controls, within business applications, that suppqg
security strategy of the enterpei
2 IA7030 Legal and Ethical Practices in Information Security
In this course students utilize a subset of five of the ten domains of$® (Common Body of Knowledd
(CBK) in information securityas a framework to critically analyze ethical déaismaking and to evaluats
the best practices employed in security operations planning and managdergdits)
DELIVERABLES: Best Practice Analyses
COURSE OBJECTIVES:
¥ To assess associated security risks of various frameworks, policies, and strofotumtesprise
information assets.
¥ To evaluate physical, procedural, and environmental risks associated with a business informati
technology infrastructure.
¥ Torecommend procedures and best practices required to preserve business in the face of maj
disruptions to normal operations.
¥ To propose best practices for the protection and control of information technology resources.
¥ To evaluate ethical investigative measures and techniques used to identify and retain evidence
security incidents within the cestraints of general computer crime legislation and regulations.
3 RM6000 Effective Writing in Information Security Analysis

In this course, studentdilize secondary research to analyze a current best practice or process in ong
the ten domains of farmation Security Students write and present a white paper providing a rational
for research to evaluate the effectiveness of that practice or prof&ssedits)

DELIVERABLE: A research white paper related to one of the ten domains.

COURSE OBJECTIVES:

To demonstrate effective written and oral communication skills.

To demonstrate knowledge of the secondary research process.

To develop a rationale for applied research inrdmiationSeairity using literature review.

To demonstrate knowledge of APA réeuments for format, source identification and citations in
research writing.
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IA7040 Information Security and Organizational Change

In this coursestudents analyze the principles of change management as they apply to the requirem

and regulatios of information security. Students evaluate the factors which affect corporate decisig

making when implementing security programs and the ability of the manager to translate corporate

into information security projectg(3 credits)

DELIVERABLE : Change Management Plan

COURSE OBJECTIVES:

¥ To analyze the factors influencing the need for change and the imperatives for managing inforn
security change initiatives in the workplace.

¥ To evaluate the need for a specific Information Security changativnéiat the group and
organizational level.

¥ To evaluate how the proposed change aligns with corporate leadership goals and culture.

¥ To develop a change strategy and identify potential resistance factors to be managed.

¥ To apply appropriate models to implent a sustainable Information Security change initiative.

IAB010 Business and Security Risk Analysis

This courseprovidesstudentswyith an overview of risk management principles. Methods to identify,
guantify, and qualify internal and external risksthe organization are examine&tudents apply these
principles and method® the current business and risk environmg(3t credits)

DELIVERABLES: Case Study Analyses; Business Risk Assessment Report

COURSE OBJECTIVES:

To evaluate the role of busireeand technical risk analysis within the context of infationSeairity.
To identify and analyze prevalent threats and vulnerabilities facing businesses today.

To identify and analyze business and technical threats to an organization.

To analyze and evadite InfomationSeairity methods used to address business threats and
vulnerabilities.

¥ To identify and evaluate the controls necessary to address business and technical threats.
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PM8100 Information Security Project Management

In this course, studentsilize PMIOs Project Management Body of Knowlg@BOK) as a framework

to applyproject managememioncepts in the information security areriaach sudentdevelops a project

plan for a security assessment which incorporates the technical and beha¥iaracteristics of high

performance teamg(3 credits)

DELIVERABLES: Project Charter ; Work Breakdown Schedule (WBS); Project Plan

COURSE OBJECTIVES:

¥ To evaluate the role of project management in improving the success of information technology
information assurance projects.

¥ To demonstrate and apply knowledge of key project management terms and techniques.

¥ To gain experience in the use of project management methodologies and techniques.

¥ To develop skills in creating project management documentation.

RM8250 Knowledge Management in Information Security

In this course, students utilize secondary research competencies to idedtéyaluag industryrelevant

sources of informatiom the context of an emerging technology tréamdchformationsecurity.

(3 credits)

DELIVERABLES: Source Analysis; Comparative Analysis of Sources

COURSE OBJECTIVES:

¥ To differentiate and classify secondary research sources based on their salient characteristics.

¥ To critically examine the validity and credibility of indastelevant information sources used in
identifying an emerging technology trend in information security.

¥ To evaluate and synthesize alternative information sources relating to an emerging technology
information security.

¥ To critically analyze thepplicability and relevance of specific information sources to an emergin

technology trend.
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| IA9200 Strategic Analysis in Information Security




In thisintegrativecourse, students assess the information security risk associated with an identified

management problenBtudents then develop a risktigation strategy which integrates principles and

techniques of risk analysiproject planning and change management. (3 credits)

DELIVERABLE: Strategic Risk Mitigation Plan

COURSE OBJECTIVES:

¥ To assses the level of risk in an organization with respect to an identified Information Security
management problem.

¥ To formulate a strategy to mitigate the identified Information Security risk while limiting liability
exposure.

¥ To evaluate the defined stratefgyensure that it either reduces, mitigates, or transfers risk, or res
in an acceptable residual risk.

¥ To develop a project plan for implementing the chosen strategy that addresses resources, sche
and organizational change management requirements

IA8020 Security Policies, Standards and Procedures

In this course, students examine the role of security policies, standards and procedures in address

business and technical risesiddevelop a security governance report to evaluate complianossthe

enterprise (3 credits)

DELIVERABLES: Enterprise Security Critique ; Security Governance Report

COURSE OBJECTIVES:

¥ To examine the role of security policies, standards and procedures in supporting information se
and assurance across the gniee.

¥ To examine the management of security policy review and implementation projects.

¥ To demonstrate how to effectively address business and technical risks to the enterprise throug
appropriate policies, standards and procedures.

¥ To develop a securityayernance report to evaluate compliance across the enterprise.
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IA8030 Design, Development and Evaluation of Security Controls

In this course, students transform hilgvel policies and procedures into quantifiable and measurable

controls and mechaniss that enforce data and process integrity, availability and confidentiality.

(3 credits)

DELIVERABLES : General IT Controls Review; Application Controls Review

COURSE OBJECTIVES:

¥ To analyze and evaluate the interrelationship between risk managemetivebjand the application
of effective business and IT controls.

¥ To identify, define and evaluate key business and IT processes, requirements and performancg
used by management to monitor and control risk.

¥ To identify, analyze and evaluate orgati@aal, administrative, network, and applicatigpecific
controls and risk mitigation strategies to meet business and technical objectives.

¥ To demonstrate knowledge of the management of business and IT controls assessment projec

¥ To transform higHevel business and technical objectives into quantifiable and measurable conti
and mechanismshich enforce data and process integrity, availability and confidentiality.
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IA8040 IncidentResponséManagement

In this coursestudents identify and analy#tee nature of security incidents, the source of potential thre

and the methods used in incident management and mitige&dimdents also evaluate technical and

business issues which affect the actions of the enterprise in tisgdn a security incient. (3credits)

DELIVERABLE : Incident Respon® Plan

COURSE OBJECTIVES:

¥ To identify and analyze the nature of computer security incidents and the source of potential thrg

¥ To demonstrate knowledge of a methodology for-&rend incident managementdamitigation.

¥ To analyze and evaluate the technical issues associated with incident management such as net
trace back and computer forensics.

¥ To identify, analyze and evaluate the business andewmical drivers associated with incident
managementush as legal issues.

¥ To gain knowledge of resources available for utilization in the event of a security incident.




Comprehensive Exams

Prior to the commencement of research courses, students enrolled in the PhD program must
complete and pass six comprabve exams. Students select six of the ten Information Security
domains known as the Common Body of Knowledge (CBK) as research topic areas for the
comprehensive exams and are assigned specific research questions relevant to each domain
selected. Withiiwo consecutive eighwveek terms, students are scheduled to produce six exam
papers which demonstrate mastery of the selected CBK domains, litdvata® research skills,
APA format and citation requirements. Each comprehensive exam consists-80a&tfe

research paper which addresses the research questions assigned. Each exam must be produced
within a defined two week period. If necessary, students may repeat up to two of the
comprehensive exams in a fenreek period following the final evaluation tifeir exams.

Students passing all six exams are permitted to enroll in dissertation preparation courses.

Dissertation Preparation and Development Courses

The steps for producing the dissertation are incorporated into the coursework deliverables as
studens work to achieve major milestones toward a defensible dissertation, as outlined below:

Phase | | Identifying a Dissertation Topic

Stepl Understanding the Research Process

Orientation to the University of Fairfax Dissertation Process

During this orientation, an advisor facilitates a review of the Dissertation Handbook with doctoral
students.

ORIENTATION OBJECTIVE:

¥ Tohelp students understand and prepare for the requirements of the dissertation process

¥ To familiarize students with the Dissertationrtdook as a resource to utilize throughout the DP

RM9300 The Research Paradigm

In this course, students utilize a published research study as a modeldw and analyze the research
paradigm and the componentseshpiricalresearch. Studesthen create a prototype ofiald research
studywhich replicates the research design of the mog&Icredits)

DELIVERABLE: A prototype field researchdesign.

COURSE OBJECTIVES:

¥ To understand the research paradigm in order to utilize it ifiglderesearctprocess.

¥ To understand the factors determining the feasibility fiéld research project.

¥ To produce a prototype of a researchable {tnwial, feasible)field research project

RES9100 Feasible Problesdriven Research in Information Security

In this course, studentgpplythe concept of problemriven researchin orderto identify feasible topic
areas for theiffield researchstudy Studentslsoidentify a research site and utilize problems occurrir
there as a basis for selecting a rese@able (feasiblenontrivial) researchtopic. Finally, they identify
the dependent variable to be studig@ credits)

DELIVERABLES: Research Project Feasibility Analysis; Executive Overviewof Proposed
Research

COURSE OBJECTIVES:

To understandvhat constitutes an acceptable research site.

To identify an accessible site at which to conduct research.

To determine the nature and degree of access to the potential subjects to be studied.

To understand the constraints and limitations of the idedtiBsearch site.

To understand the role of a mentor /advocate at the research site.

To select a researchable topic area (site, problemnhafiton Searity domain.

To identify the dependent variable that can be studied at the research site.
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RES910X° Continuing Feasibility Analysis(If Required)

Students needing more time to identify an approved topic or research site must enroll in this courg
must repeat the course until the topic is approved. (3 credits)

Step2 Understanding Research Pringbles and Techniques
RM6000 Effective Writing in Information Security Analysis
¥ Completed in sequence #3
RM8250 Knowledge Management in Information Security
¥ Completed in sequence #7
RM9100 Qualitative and Quantitative Analysis
In this course, stdents compare, contrast, and evalugtalitative and quantitative methods of data
analysis for solving information assurance problems and conducting information seelaitd field
research (3 credits)
DELIVERABLES: Qualitative and Quantitative Analy ses of Cases Studies
COURSE OBJECTIVES:
¥ Toevaluate the applicability afualitative versus quantitative analysigthods
¥ To determine when parametric versus 1pamametric statistics should be used.
¥ To utilize qualitative and quantitative agtical metlods in evaluatingnformationSeairity case
studies.
Step 3 | Obtaining Approval for a Feasible ProblemDriven Research Topic

Bootcamp |- Presentation of Dissertation Topic

Students present their topic selecsand feasibility analyses theProgramDirector and invited
faculty. This presentation includes tlontext of the study, tHeasibility of the research sjtand the
topic to be researchedf the topic is approved, a Dissertation Committee Chair is appointed prior tad
start of thenextcourse.

BOOTCAMP OBJECTIVE:

¥ To obtain approval of the research topic.

¥ To be assigned a Dissertation Committee Chair.

% This course must be repeated udéliverables are approved.



Phase Il

Achieving Candidacy

Step 4 | Developing the Proposed Research Plan (PRP)

RES9110 Research Topic Rationale

In this course, tsidents articulate the problem statement and conduct a preliminary research literaty

review in Information Security to develop the rationale for their research. In addition, students ide

and reviewother relevant bodies of research to be examin@dcredits)

DELIVERABLE: Research Rationale (Chapter 1).

COURSE OBJECTIVES:

¥ To identify the problem to be addressed byfiblkel researchstudy

¥ To conduct a preliminary review of literature to substantiate that the problem has relevance bg
the resarch site.

¥ To establish the rationale and research objective(s) for conducting the proposed research.

¥ To formulate a preliminary research question.

RES9120 Review and Synthesis of Prior Research

In this course, students expatietliterature review andynthesize relevant empirical research in orde

to provide justification for the proposed researdh so doing, students narrow the focus of the propo

topic, formulate the final research question, identify the opportunity to contribute to knowhetthge

Information Security arenaand describe the theoretical foundation for their reseatcinly. (3 credits)

DELIVERABLE: Literature Review and Synthesis (Chapter 2)

COURSE OBJECTIVES:

¥ To conduct a review of empirical research with respect to thgopeal research topic.

¥ To synthesize the findings of the reviewed literature to serve as the theoretical foundation for
proposed research.

¥ To articulate the final research question and the justification for the proposed research.

¥ To identify all variabés (dependent, independent, parameters) relevant to the proposed resear

¥ To identify hypotheses relevant to the proposed research.

RES9130Information SecurityResearch Design: Theory and Methodology

In this course, students define the theoretitainiework and select a research design approach

(exploratory or hypothesitesting) In addition, they evaluate the feasibility of standard research des

types within the context of the proposed research site and document resource requirements for th

proposedresearch project. (3 credits)

DELIVERABLE: Proposed Research Plan (PRP) Chapters1, 2, and 3.1 through 3%

COURSE OBJECTIVES:

¥ To define the theoretical framework for the proposed research.

¥ To evaluate and select the appropriate approach tesearch (exploratory or hypothessting).

¥ To select at least one feasible design type that can be implemented at the proposed research

¥ To identify a research hypothesis and assess the plausibility of rival hypotheses (if applicable
reseach design).

¥ To identify the context of the study including setting, population and sample.

¥ To document the project resource requirements for the propesearch (people, cost, time,
materials, support services).

RES913X Continuing Methodology Developent (If Required)

Studentsieeding more time to complete theFPmust enroll in this course, andustrepeat the course

until the ARP is approved (3 credits)

Step 5 | Attaining Doctoral Candidacy Status

Bootcamp Il - Presentation of the PRP

Studentgpresent the RP to the Candidacy Committee. If approved, students achieve Candidacy stq
and may begin to develop the Research Design Specification (RDS).

BOOTCAMP OBJECTIVE:

¥ To obtain Candidacy.

* This course must be repeated until deliverables are approved.



Phase llI

Planning the Research

Step 6

Developingthe Data Collection Plan

RES9140Information SecurityResearch Design: Data Collection Plan

In this coursestudentgdevelop the data collection pldnased upon the selected research approa
and design typ. This plan specifies the methods to beizéd for measuring the variables as well
the data cokection procedures to be followed. (3 credits)

DELIVERABLE: Data Collection Plan (Chapter s 3.5.1 through 3.5.5)

COURSE OBJECTIVES:

To describe how the context of the study will affect data collection

To specify the methods to be used to measure each variable.

To identify or produce reliable, valid instrument(s) for use in data collection.

To specify the detailed data collection procedures to be used.

To conduct a pilot test of the selected instrurgnt

To develop appropriate displays of data including charts, tables and graphslustragive
data.
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Step 7

Developing the Data Analysis Plan

RES9150Information SecurityResearch Design: Data Analysis Plan

In this coursestudentgdevelop the da analysis plarbased upon the selected research approach
and design typeThis plan specifies the data analysis methods and procedures to be utilized in
research. (3 credits)

DELIVERABLE: Data Analysis Plan (Chapters 4.1 through 4.2)

COURSE OBJECTIVES:

¥ To describe how the context of the study will affect data analysis.

¥ To specify the methods to be used to analyze the relationships among the variables.
¥ To identify appropriate analytical methods to be used to generate tivebgpothesis.

¥ To spedy the detailed data analysis procedures to be used.

¥ To develop appropriate displays of results udlilngtrative data.

Step 8

Obtaining IRB Approval

Prior to the completion of the RDS, doctoral candidates must submit the IRB Research Applic
to the IRB for approval.$ee Appendix.)

Step 9

Developing the Research Design Specification (RDS)

RES9160 Research Design Specification

In this coursestudentdinalize the operational requirements of the proposed resestaty.
(3 credits)

DELIVERA BLE: Research Design Specification (RDS)

COURSE OBJECTIVES:

¥ To integrate all previous work into the final specifications of the research design.
¥ To obtain IRB approval of the Data Collection Plan and instruments.

¥ To understand copyright requirements ofublshedresearch study

RES916X° Continuing Research Design Specification (If Required)

Studentsieeding more time tfinalize the operational requirements of the proposed researct
enroll in this courseand must repeat the course until the RB8pproved. (3 credits)

Step 10

Obtaining Approval to Conduct Research

Upon approval of their Chairjoctoral candidagspresent the RDS to the Candidacy Committee
invited faculty, to demonstrate readiness to conduct resedkfter the RDS is appved, the
Dissertation Committee is appointed.

OBJECTIVE:

¥ To obtain approval of the RDS and initiate research.

® This course must be repeated until deliverables are approved.



PHASE IV

COMPLETING THE DISSERTATION

Step 11

Implementing the Research Plan

DST®B00Instrument Validation and Review

In this course, ddoral candidates conduct a pilstudyto validate the approved instruments for
their research project, analyzing the results and making adjustments as needed. If necessary
students may be required to resubmit instruments for IRB app(@v@licredits)

DST®10Data Collection

In this course, doctoral candidates implement the approved research design by conducting th
approved research design and collecting déBa6 credits)

DST®B20Data Analysis and Findings

In this course, doctoral candidat@aplement the approved data analysis plan and review findin
with advisors(1-6 credits)

Step 12

Documenting the Research Findings

DST®30 Dissertation Documentation and Defense

In this course, candidates produce and submit the final draft afiisertation for approval.
(1-6 credits)

DSTRB4X Continuing Dissertation Development (If Required)

Doctoral candidates requiring additional time to produce an approved dissertation, enroll in th
course to receive continued advisingandidates mayepeat the course until the distssion is
approved for defensd0 credit)

Phase V

Dissertation Approval

Step 13

Obtaining Approval to Defend

Doctoral candidates submit a final draft of the dissertation document to the Chair for approval
submitted for Quality Review (APA format, adherence to guidelines and quality criteria). Once|
document passes Quality Review, the Chair forwards the document to the Dissertation Comm
and the Program Director for Approval to Defend. Upon approtred,defense is scheduled.
OBJECTIVE:

¥ To obtain approvaibo defendthe dissertation.

Step 14

Obtaining Final Approval of Dissertation

At the defense, doctoral candidates present their findings and respond to questions posed by
Dissertation Committee memis.

OBJECTIVE:

¥ To obtainfinal approval of the dissertation.

Phase VI

Publishing the Dissertation




